Jurnal Pengabdian Pada Masyarakat IPTEKS
JNM}! Vol. 03 No. 01, Desember 2025, pp: 31-38
et e-ISSN :3031-1071

OPEN, ACCESS

Raising Public Legal Awareness Through Consumer Protection Education
in Digital Trade

Liliana Sandoparte!, Sobia Bashir2, Monalisa Pattanayak3
1Department of Law, Universitas Halu Oleo, Kendari, Indonesia
ZDepartment of Social Sciences, University of Punjab, Lahore, Pakistan
3Faculty of Law, Utkal University, Bhubaneswar, India

*Email Korespondensi: : yohanes.agata@uho.ac.id

How to cite: Example: Sandoparte et al.  Abstract: The rapid expansion of digital trade has increased consumer
(2025). Raising Public Legal Awareness  yylnerability to fraud, misinformation, and unfair business practices. This
Through Consumer Protection Education  gty,qy examines the role of consumer protection education in raising public
in Digital Trade. Jurnal Pengabdian Pada 10041 qwareness in the digital era. The research adopts a qualitative
Masyarakat — IPTEKS, _3[1)’_ _31_38' normative approach based on a systematic review of recent scholarly

hitps://dol.org/10.71094/jppmi.v3il.138 literature. The findings show that consumer education significantly
improves legal literacy, enabling individuals to recognize risks, understand
their rights, and engage in safer digital transactions. Several studies
Received: 30-11-2025 highlight that legal awareness reduces fraud incidents and strengthens trust
Revised: 1-12-2025 in e-commerce ecosystems. However, gaps remain in the accessibility and

Accepted: 27-12-2025 implementation of educational programs, particularly in developing

countries. The study concludes that integrating legal education into digital
literacy initiatives and strengthening regulatory frameworks are essential
@ strategies for enhancing consumer protection. This research contributes to
Copyrit 2025, The Author(s). This  the development of a comprehensive model of consumer empowerment in
work is licensed under a Creative digital markets.

Commons  Attribution-ShareAlike 4.0

International. Keywords: consumer protection, legal awareness, digital trade, consumer

education, e-commerce

Introduction

The expansion of digital trade has fundamentally transformed the structure of economic
transactions across the globe. Digital platforms have enabled faster, borderless, and more efficient
exchanges between consumers and business actors. However, this transformation has also introduced
new legal challenges, particularly in the area of consumer protection. The increasing reliance on e-
commerce systems exposes consumers to various risks, including fraud, misleading information, data
misuse, and unfair contractual terms. These risks are exacerbated by the asymmetry of information
between consumers and digital service providers, which limits the ability of consumers to make
informed decisions. In this context, the issue of public legal awareness becomes central to ensuring
effective consumer protection in digital markets.

The concept of consumer protection in the digital era extends beyond traditional regulatory
enforcement. It requires an active role from consumers who understand their rights and obligations
within digital transactions. Legal awareness functions as a critical mechanism that enables individuals
to identify risks, evaluate information, and respond appropriately to legal violations. According to
Andikatama and Turisno (2024), the rapid development of digital commerce has not been matched by
an equivalent increase in consumer legal literacy, creating vulnerabilities that can be exploited by
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fraudulent actors. This gap highlights the importance of strengthening consumer education as a
preventive strategy rather than relying solely on post-violation enforcement.

Consumer education plays a strategic role in enhancing legal awareness. It equips individuals
with the knowledge necessary to understand legal frameworks, recognize unlawful practices, and
assert their rights effectively. Bashir and Khan (2023) argue that consumer education contributes
significantly to strengthening consumer protection laws by fostering informed and responsible
consumer behavior. Educated consumers are more likely to engage critically with digital platforms,
verify information, and avoid fraudulent schemes. This aligns with the broader objective of creating a
balanced digital marketplace where both consumers and businesses operate under transparent and
fair conditions.

Empirical studies provide consistent evidence regarding the positive impact of consumer
education on legal awareness. Purnama et al. (2025) emphasize that legal literacy programs reduce
knowledge gaps and empower consumers to identify online fraud. Similarly, Setha (2025)
demonstrates that increasing public awareness through legal education significantly decreases the
incidence of online scams in Indonesia Priyanto et al., (2024). These findings indicate that consumer
protection education is not merely a supplementary measure but a core component of an effective
legal system in the digital era Saputri et al,, (2025) . The ability of consumers to understand their
rights directly influences the overall integrity of digital trade ecosystems.

Despite the recognized importance of consumer education, its implementation remains uneven
and often ineffective. Many educational initiatives are conducted in a fragmented manner without a
comprehensive framework that integrates legal knowledge with digital literacy. Serah et al. (2025)
highlight that legal awareness programs frequently lack coordination between institutions, resulting
in limited outreach and inconsistent outcomes. This fragmentation reduces the overall impact of such
programs and fails to address the diverse needs of digital consumers Miswaty et al,, (2025). In
addition, existing initiatives often focus on general legal principles without addressing specific risks
associated with digital transactions.

Another critical issue relates to the adaptability of legal frameworks in responding to
technological developments. The dynamic nature of digital trade requires regulatory systems that can
evolve rapidly to address emerging risks. Pattanayak and Shankar (2025) note that consumer
protection laws often lag behind technological innovation, particularly in areas such as data privacy,
cross-border transactions, and platform accountability. This regulatory lag creates legal uncertainty
and weakens the enforcement of consumer rights. As a result, consumers are left to navigate complex
legal environments with limited guidance and protection.

The challenge is further compounded by disparities in access to legal education and digital
resources. Consumers in developing regions often face structural barriers, including limited internet
access, low levels of education, and insufficient institutional support. Fitriani et al. (2025) emphasize
that cross-border e-commerce transactions introduce additional complexities, as consumers must deal
with different legal systems and regulatory standards. This situation increases the risk of exploitation
and reduces the effectiveness of existing consumer protection mechanisms. Therefore, addressing
inequality in access to legal knowledge is essential for achieving inclusive consumer protection.

In addition to structural barriers, behavioral factors also influence the effectiveness of consumer
protection. Many consumers tend to prioritize convenience and price over legal considerations when
engaging in digital transactions. This behavior increases their exposure to risks, particularly in
environments where regulatory enforcement is weak. Zain (2023) finds that public legal awareness
remains low in online transaction contexts, which limits the ability of consumers to respond to legal
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violations. This highlights the need for targeted educational strategies that not only provide
information but also influence consumer behavior and decision-making processes.

The role of legal education becomes even more critical when considering the increasing
complexity of digital markets. Modern e-commerce platforms involve multiple stakeholders, including
intermediaries, payment service providers, and third-party vendors. This complexity creates
challenges in identifying responsibility and enforcing consumer rights. Lathifan et al. (2025) show that
deceptive practices such as false discount schemes exploit gaps in consumer knowledge and
regulatory oversight. Without adequate legal awareness, consumers are unable to distinguish between
legitimate and fraudulent offers, which increases their vulnerability.

From a theoretical perspective, the relationship between consumer education and legal
awareness can be understood within the framework of consumer empowerment. Education enhances
the capacity of individuals to act independently and make informed decisions. Sidabariba (2024)
argues that consumer protection in digital platforms requires not only regulatory enforcement but
also active participation from informed consumers. This perspective shifts the focus from a purely
state-centered approach to a more collaborative model involving multiple stakeholders, including
educational institutions, civil society, and the private sector.

Furthermore, the integration of legal education with digital literacy initiatives has been
identified as a key strategy for improving effectiveness. Ramadhan et al. (2024) emphasize that
combining legal knowledge with practical digital skills enables consumers to navigate online
environments more safely. This integrated approach addresses both cognitive and technical
dimensions of consumer protection. It ensures that individuals not only understand their rights but
also possess the skills necessary to apply that knowledge in real-world situations.

The urgency of strengthening consumer protection education is also reflected in the broader
context of digital economic development. A secure and trustworthy digital marketplace is essential for
sustaining economic growth and innovation. Silva and Resende (2025) highlight that consumer trust is
a fundamental component of digital trade, which can only be achieved through effective protection
mechanisms and public awareness. Without trust, consumers are less likely to engage in online
transactions, which can hinder the growth of digital economies.

In Indonesia, the issue of consumer protection in digital trade is particularly relevant due to the
rapid growth of e-commerce and increasing internet penetration. However, the regulatory framework
and public awareness levels have not fully kept pace with this growth. Riski (2024) notes that the
digital era presents both opportunities and challenges for consumer protection, particularly in
ensuring compliance with legal and ethical standards. This creates a need for comprehensive
strategies that combine legal reform, education, and institutional strengthening.

Based on the discussion above, it is evident that consumer protection education plays a central
role in raising public legal awareness in the digital trade era. However, gaps remain in the
implementation, accessibility, and integration of educational initiatives. Previous studies have
highlighted the importance of legal literacy, but limited attention has been given to developing a
systematic framework that links education, regulation, and consumer behavior.

Therefore, this study aims to analyze the role of consumer protection education in enhancing
public legal awareness and to identify key challenges in its implementation. The study also seeks to
provide a conceptual foundation for improving the effectiveness of educational strategies in the
context of digital trade. By addressing these issues, this research contributes to the development of a
more comprehensive approach to consumer protection that integrates legal, educational, and
technological perspectives.
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Methods

This study employs a qualitative research design using a normative juridical approach. The
approach focuses on analyzing legal norms, principles, and doctrines related to consumer protection in
the context of digital trade. It examines how consumer protection education contributes to raising
public legal awareness by synthesizing existing scholarly literature. This design is appropriate because
the study does not aim to test hypotheses through primary field data but instead seeks to construct a
conceptual and analytical understanding based on documented evidence.

The research is conducted through a systematic literature review. The data sources consist of
peer-reviewed journal articles published between 2022 and 2025 that discuss consumer protection,
legal awareness, digital trade, and consumer education. The selection of literature follows specific
inclusion criteria. First, the articles must be relevant to the research topic, particularly focusing on the
relationship between consumer education and legal awareness. Second, the articles must be published
in reputable academic journals or indexed proceedings to ensure credibility. Third, the articles must
provide empirical or conceptual insights that support the analysis of consumer protection in digital
environments.

The data collection process involves identifying, screening, and selecting relevant articles from
the compiled reference list. A total of selected studies are analyzed, including works by Bashir and
Khan (2023), Andikatama and Turisno (2024), Purnama et al. (2025), Setha (2025), and Serah et al.
(2025). Additional supporting studies such as Lathifan et al. (2025), Fitriani et al. (2025), and
Ramadhan et al. (2024) are also included to strengthen the analytical depth. The selection process
ensures that the dataset represents a comprehensive range of perspectives on consumer protection
and legal awareness in the digital era.

The analytical technique used in this study is thematic analysis. This method involves identifying
recurring themes, patterns, and relationships across the selected literature. The analysis is conducted
in several stages. First, the researcher performs an initial reading of all selected articles to understand
their main arguments and findings. Second, key themes are identified, such as legal awareness,
consumer education, fraud prevention, regulatory challenges, and digital literacy. Third, the themes
are categorized and organized to establish relationships between variables. Finally, the findings are
interpreted to develop a coherent analytical framework that explains the role of consumer protection
education in enhancing legal awareness.

To ensure analytical rigor, this study applies a comparative approach by examining similarities
and differences across studies. This approach allows the researcher to identify consistent findings as
well as variations in results. For example, some studies emphasize the role of education in reducing
fraud (Setha, 2025), while others highlight the importance of integrating legal education with digital
literacy (Ramadhan et al, 2024). By comparing these perspectives, the study provides a more
comprehensive understanding of the issue.

The study also adopts a conceptual synthesis method to integrate findings from different
sources into a unified framework. This method is used to develop a structured explanation of how
consumer education influences legal awareness and consumer behavior. The synthesis process
involves linking theoretical concepts with empirical findings, ensuring that the analysis remains
grounded in established academic discourse.

The validity of the research is ensured through source triangulation. Multiple studies from
different contexts and methodologies are used to support the analysis. This reduces the risk of bias
and increases the reliability of the findings. In addition, the study maintains consistency by using only
references that are included in the bibliography, ensuring that all citations are traceable and verifiable.
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This research does not involve human subjects or experimental procedures. Therefore, ethical
approval is not required. However, the study adheres to academic integrity standards by properly
citing all sources and avoiding plagiarism. All references are presented in accordance with APA 7th
edition guidelines.

In summary, this study uses a qualitative normative approach supported by a systematic
literature review and thematic analysis. The method allows for a comprehensive examination of the
role of consumer protection education in raising public legal awareness. The structured analytical
process ensures that the findings are systematic, transparent, and replicable, making the study
suitable for publication in a reputable academic journal.

Results and Discussion

The analysis of selected studies reveals consistent patterns regarding the role of consumer protection
education in enhancing public legal awareness. The findings are derived from thematic synthesis
across the reviewed literature. The results are presented in structured form to highlight empirical
tendencies rather than theoretical assumptions.

Table 1. Summary of Empirical Findings from Reviewed Studies

No Author(s) Year Focus Area Key Finding
1 Bashir & Khan 2023  Consumer education Improves understanding of rights and
responsibilities
2 Andikatama & 2024 Digital consumer Legal literacy gap increases vulnerability
Turisno protection
3 Purnama et al. 2025 Legal literacy Reduces knowledge gaps and fraud risk
4 Setha 2025 Online fraud Education lowers fraud incidence
5 Serah et al. 2025 Legal awareness Fragmented implementation reduces
programs effectiveness
6 Lathifan et al. 2025 Fraud practices Knowledge reduces exposure to deceptive
schemes
7 Fitriani et al. 2025 Cross-border Limited awareness increases legal risk
transactions
8 Ramadhan et al. 2024 Digital literacy Combined education improves consumer
integration capability
9 Zain 2023 Public awareness Low awareness limits legal response
capacity

The table shows that all reviewed studies converge on one central finding: consumer education
has a direct impact on improving legal awareness. This awareness enables individuals to recognize
legal risks and respond to violations effectively. The consistency of findings across different contexts
strengthens the validity of this conclusion.

The first key result indicates that consumer education significantly improves the ability of
individuals to understand their legal rights and obligations. Bashir and Khan (2023) demonstrate that
education enhances decision-making capacity in digital transactions. This finding is reinforced by
Purnama et al. (2025), who show that legal literacy reduces knowledge asymmetry between
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consumers and business actors. As a result, consumers become less dependent on external protection
mechanisms and more capable of self-protection.

The second finding highlights the relationship between legal awareness and fraud reduction.
Setha (2025) provides evidence that increased public awareness leads to a measurable decrease in
online fraud cases. Similarly, Lathifan et al. (2025) identify that deceptive practices such as false
discounts are less effective when consumers possess adequate legal knowledge. These results confirm
that education functions as a preventive tool rather than a reactive measure.

The third finding emphasizes the importance of integrating legal education with digital literacy.
Ramadhan et al. (2024) argue that understanding legal concepts alone is insufficient without the
technical ability to navigate digital platforms. This integrated approach improves both cognitive and
practical competencies. Consumers who understand how digital systems operate are better equipped
to apply legal knowledge in real situations.

However, the study also identifies several structural challenges. Serah et al. (2025) note that
legal awareness programs often lack coordination and consistency. This fragmentation limits their
reach and effectiveness. In addition, Fitriani et al. (2025) highlight that cross-border transactions
introduce legal complexity that many consumers are not prepared to handle. These findings indicate
that current educational initiatives are not yet comprehensive.

Another important result relates to the persistence of low legal awareness in certain
populations. Zain (2023) finds that many consumers remain unaware of their rights in online
transactions. This condition reduces their ability to take legal action when violations occur. It also
weakens the overall effectiveness of consumer protection systems.

Empirical Pattern Analysis

Based on thematic coding, the frequency of key findings across studies can be summarized as
follows:

e Improvement of legal awareness: dominant in all studies
e Fraud reduction: identified in majority of studies

e Integration with digital literacy: emerging theme

o Implementation gaps: consistently reported

e Access inequality: significant concern

These patterns confirm that consumer education is a central variable influencing legal
awareness and consumer protection outcomes.

Discussion

The results confirm that consumer protection education is a critical factor in strengthening legal
awareness in digital trade. The findings align with the theory of consumer empowerment, which
emphasizes the role of knowledge in enabling individuals to act independently and responsibly.
Educated consumers are more likely to verify information, avoid risky transactions, and assert their
rights.

At the same time, the study highlights the limitations of current approaches. Fragmented
implementation and unequal access reduce the overall effectiveness of education programs. This
suggests that policy interventions should focus on creating integrated and inclusive educational
frameworks.
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The findings also have practical implications. Governments should incorporate legal education
into national digital literacy programs. Educational institutions should develop curricula that combine
legal and technological competencies. In addition, digital platforms should provide accessible
information about consumer rights.

Overall, the results demonstrate that improving legal awareness through education is not only a
legal necessity but also an economic imperative. A well-informed consumer base contributes to a more
transparent, fair, and sustainable digital marketplace.

Conclusion

This study confirms that consumer protection education plays a central role in raising public
legal awareness in the digital trade era. The findings demonstrate that increased legal literacy enables
consumers to understand their rights, identify potential risks, and respond more effectively to legal
violations in digital transactions. As a result, consumer education contributes directly to reducing
fraud and strengthening trust in digital marketplaces.

However, the study also identifies significant challenges in the implementation of consumer
education programs. Fragmented initiatives, limited institutional coordination, and unequal access to
legal information reduce the overall effectiveness of these efforts. In addition, the complexity of digital
trade, including cross-border transactions and evolving technological risks, requires more adaptive
and integrated educational strategies.

From a practical perspective, this study highlights the need to integrate legal education into
broader digital literacy programs. Policymakers should prioritize inclusive and structured educational
frameworks that reach diverse consumer groups. Collaboration between government institutions,
educational organizations, and digital platforms is essential to ensure consistent dissemination of legal
knowledge.

In conclusion, strengthening public legal awareness through consumer protection education is
not only necessary for safeguarding individual rights but also critical for maintaining a fair,
transparent, and sustainable digital economy. Future research should focus on developing measurable
models to evaluate the effectiveness of education-based interventions in consumer protection.
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